
SSL Vulnerabilities 

 Secure Sockets Layer (SSL) generally aims to host a secure communication protocol between the 

customer and the web page that we encounter on shopping sites and in order to protect credit card 

information, password entries and user data. The SSL certificate includes the following features: 

 

• Title of the certificate holding institution 

• Certificate serial number and expiration date 

• Certificate holder's public key 

• Electronic Certificate Service Provider signature 

 

SSL, which was first announced by Netscape in 1994, was naturally implemented by companies that 

provide paid services. However, thanks to the new method called OpenSSL, with the increase of open source 

initiatives, each user was able to generate his own SSL certificate. By 2014, it was determined that 66% of web 

pages that have SSL certificate on the internet use OpenSSL. However, on the same dates, a bug that 

appeared in OpenSSL version 1.0 greatly affected the security of web pages. The vulnerability called 

HeartBleed leaked 64-bit encrypted data. As a result of the man-in-the-Middle attack, it was possible to 

access customer information on any web page. Taking advantage of SSL weaknesses is still among the 

methods preferred by hackers today. The document will show you how to perform SSL scans of the target 

site by a hacker. It should be noted that an SSL attack method called CRIME at the Black Hat conference 

held in 2013 still threatens millions of web pages in 2020. However, the method is kept confidential by 

engineers who carried out the CRIME attack. 

 Conference:  https://www.youtube.com/watch?v=e3hOJfrSD9g 

Detecting the HeartBleed Vulnerability 

Step 1: Determine the target's IP address; 

 

https://www.youtube.com/watch?v=e3hOJfrSD9g


Step 2: Use NMAP to detecting HeartBleed Vulnerable on the target; 

It could take a while. You can use TAB key to check percentage of processes. 

 

 

 

Detecting Encryption Issues of Target’s SSL Certificate  

Step 1: Installation of SSLYZE 

 



Step 2: Use SSLYZE to detecting Encryption Issues on the target; 

 

 

 



 

 

Detecting the Common SSL Vulnerability with TestSSL 

Step 1: Installation of TestSSL 

 

Step 2: Use TestSSL to detecting Common SSL Issues on the target; 

 



 

 



 

 



 

 



 

 

 

Homework: Perform SSL Heartbleed Detection, SSL Encryption Issue Detection and TestSSL Common SSL 

Issue detection methods on a webpage, which is selected by you. Provide half a page of your 

observations about yours target and differences of tools. 


