
Ports on the Programmer Perspective 

The concept of Port in computer science can sometimes become incomprehensible. 

However, we can overcome this problem by giving examples from daily life. First, let's take the 

concept of port used in daily life. Imagine that there is only ship transportation between the two 

islands. Naturally, the two islands will need several ports for trade, as there is only ship transportation. 

 

 

 

Of course, we will need ships for the transportation of materials. 

 

 



Said port system is also valid in computer science. Of course with some changes. For example, 

it changes to IP addresses instead of country names or as specific port numbers. In addition, we 

need to move data instead of carrying materials with ships. 

 

In short, the two devices need predefined port numbers to communicate and transfer data. 

The same happens between applications. For example, the antivirus program on your computer 

can take records of files containing threats from the data centers using a special port, and this is 

called an update. Programmers also use ports for communication protocols. You can see the 

example of C # Physical Serial Port Communication with Arduino in the code block given below; 

C# Side;  

using System; 

using System.IO.Ports; 

using System.Threading; 

namespace ConsoleApp1 

{ 

    class Program 

    { 

        static SerialPort _serialPort; 

        public static void Main() 

        { 

            _serialPort = new SerialPort(); 

            _serialPort.PortName = "COM4";//Set your board COM 

            _serialPort.BaudRate = 9600; 

            _serialPort.Open(); 

            while (true) 

            { 

                string a = _serialPort.ReadExisting(); 

                Console.WriteLine(a); 

                Thread.Sleep(200); 

            } 

        } 

    } 

} 



Arduino Side; 

void setup() { 

Serial.begin(9600); 

} 

void loop() { 

Serial.print('1'); 

delay(200); 

} 

 It is also the case when programmers use non-physical ports. Uses of non-physical ports often 

appear on web pages. For example, if a web page that keeps track of the user uses MySQL, it 

communicates with MySQL via port 3306. Finally, it should be noted that non-physical port uses are 

largely automatically set by applications. For example, if you plan to open a PHP-based website 

with AppServ, your HTML content will be set to port 80 and you can use FTP port 21 to update your 

site. 

Ports on the Hacker Perspective 

 Since we perceive the methods of using ports by programmers, we can look at how ports 

are vulnerable. NMAP is a very useful application for port scans. However, you should first look at the 

table below to understand which ports are commonly hacked; 

 

 

 

 

 

 

 

Commonly Hacked Ports 

Port Protocol 

21 FTP (File Transfer Protocol) 

22 SSH (Secure Shell) 

23 Telnet 

25 SMTP (Simple Mail Transfer Protocol) 

53 DNS (Domain Name System) 

443 HTTP (Hypertext Transport Protocol) and HTTPS (HTTP over SSL) 

110 POP3 (Post Office Protocol version 3) 

135 Windows RPC 

137–139 Windows NetBIOS over TCP/IP 

1434 Microsoft SQL Server 



In the list above, there are port lists that have the most weaknesses. For example, it is possible to 

capture all user data on a server by weakening the Microsoft SQL Server port 1434. 

 

Ports' Vulnerability Assessment with NMAP 

Now let's check the open and weaknesses ports on a web page; 

Code: ping defendtheweb.net (After 2 sec. Ctrl + C (for stopping)) 

IP: 85.10.194.253 

 

 

 

Code: nmap -Pn -sV 85.10.194.253 

-Pn: Treat all hosts as online -- skip host discovery 

-Sv: Probe open ports to determine service/version info 

You Can Use TAB Key to Check Percentage of the Processes 



 

Result 

 

As can be seen, the version of the application on port 22 is shown as OpenSSH 7.4p1. Let's do 

a research like the example in Activity 3.1: Identifying New Computer Viruses and Worms, which is 

covered on the book. 

 



 

Let's examine the more detailed content of weakness; 

 

 



As can be seen in the description field, the control of the file sizes is not performed in the 

specified OpenSSH application. SSH often uses encryption in file transfers. So if you are on the same 

network as the website owner and listen to the network even with applications like Wireshark, it is 

almost impossible to detect the data sent or received. However, if an empty file can be created, 

the encryption output will overlap over time and you will have a chance to decrypt the encryption. 

The reason for the low quality value in the said vulnerability comes from the difficulty of implementing 

the scenarios produced. But keep in mind that website owners are not always so lucky. 

Ports' Vulnerability Assessment with Nessus 

There may be a choice in the application called Nessus to detect the vulnerabilities of the 

ports. Being capable of working on Windows and Linux operating systems, Nessus can evaluate not 

only ports but a general vulnerability assessment. In this example, I’ll use Windows 10 OS. 

Step 1: Download Nessus Free Edition 

Website : https://www.tenable.com/products/nessus 

 

https://www.tenable.com/products/nessus


Step 2: Please provide your name and surname with e-mail address then new page will 

appear. You can select Windows Server 2008, Server 2008 R2*, Server 2012, Server 2012 R2, 7, 8, 10, 

Server 2016, Server 2019 (64-bit) version.  

 

Step 3: After the Next-Next processes, a webpage will appear. You can click to Connect via 

SS to reach interface of Nessus. 

 



* Important * 

If you faced a screen, which is talking about “Warning: Potential Security Risk Ahead” just click 

on the Advanced Button then “Accept the Risk and Continue”. 

 

Step 4: Click Nessus Essentials. 

 



Step 5: Just click on the skip button when below page appeared because you already 

registered it and probably, you have an activation code in your e-mail address.  

 

Step 6: Put your activation code then click Continue.  

 

 



Step 7: Define a username and password. 

 

Step 8: After those steps Nessus will download some plugins. This processes take a while.  

 



Step 8: Now Nessus is ready to scan a website. Let’s provide a URL then click submit. 

 

 

 



 

Nessus scan times may vary depending on the content of the target website. As mentioned 

earlier, it can perform a complete security scan, not just limited to ports. After scanning, reports can 

be obtained for later review. The stages of getting reports are shown below. 

 

 



 

 

 

 



Understanding Enumeration with XML-RPC Vulnerability 

In IT security, Enumeration is the name given to the uncovering of usernames, machine 

information, network resources and services used in the target system. In the rest of the article, 

information will be given on how the Enumeration system can be used by a hacker. 

What is XML-RPC? 

XML-RPC is a protocol file used by WordPress, an open-source content management system. 

Its main purpose was to allow editing access to websites via mobile devices. In 2008, this feature 

could be turned off with an update published by WordPress. However, WordPress users can still 

ignore turning off the XML-RPC feature. In the following parts of the subject, XML-RPC vulnerability 

will be tried to be exploited by using WpScan tool. 

Detection of XML-RPC Vulnerability 

The sample below allows for the detection of vulnerabilities. 

http://yourtargetwebsite.com/xmlrpc.php 

Output: XML-RPC server accepts POST requests only. 

 

Exploiting XML-RPC Vulnerability 

After detecting the XML-RPC vulnerability, it's time to collect usernames. We will use 

application named WpScan for the identification of the administrator names on target site. The 

following examples will take place on the Kali Linux operating system and some parts have been 

censored due to legal liability. 



Step 1: Fallowing code will enumerate some information about our target; 

 

Step 2: Signed area with Red Arrow gave an admin username of target. Don’t forget to note 

it. Also, WpScan capable to outdates components of website. You can make a search to exploit 

them. However, in this example, we just focused on XML-RPC.  

 

Step 3: After the reaching admin username of target website, we can use BruteForce 

technique to find admin password. We need to download a tool via GitHub to carry out the 

specified BruteForce attack. I just typed “cd Desktop” to my terminal and now its ready to connect 

GitHub. 

 

Step 4: After the downloading, you will see a file on the desktop. I typed “cd xmlrpc-

bruteforcer” to reach main folder of our tool. Secondly, you can check content of folder with “ls”. 

We have to type “chmod +x xmlrpcbruteforce.py” to convert that file to executable.  

 



Step 5: As you remember, RockYou wordlist was mentioned as best wordlist. Ofc, we will use 

again that wordlist to check password of our target. The usage stages of the wordlist named 

RockYou have been explained previously. This example assumes that the RockYou.txt file is directly 

on your desktop. 

 

 

  If the password combination of the target site is located in RockYou, you now have the 

username and password required to connect to the WordPress admin panel. 

Elimination of XML-RPC Vulnerability 

As mentioned, there are hundreds of millions of websites with XML-RPC vulnerabilities. The 

necessary method to overcome this problem will be to add the lines of code in the picture below 

to the .htaccess file in the website connected via FTP by admin. Thanks to the following code 

snippet, access to the XML-RPC protocol will only be possible through the IP address 123.123.123.123. 

 

 

 



Homework: Scan the ports of a web page you have specified with NMAP and file the 

screenshots, CVE details. Please note that some web pages can prevent port scans using Firewall. 

If you get results like Filtered, wrapped and CloudFlare, you can try another web address. 

 

The method described in this title is for educational purposes only and no liability is accepted for abuse. 


