
SMTP Servers on the Programmer Perspective 

The SMTP protocol provides a great advantage for programmers. In particular, the SMTP 

protocol prevents e-mails to be sent from wasting time with security measures such as captcha. 

Programmers have the ability to forward the mass e-mails to be sent directly to the opposite server 

by the help of the working principle of the SMTP protocol. 

 

 Example of SMTP Mail Service Written with C# 

using System; 

using System.Windows.Forms; 

using System.Net.Mail; 

 

namespace WindowsApplication1 

{ 

    public partial class Form1 : Form 

    { 

        public Form1() 

        { 

            InitializeComponent(); 

        } 

 

        private void button1_Click(object sender, EventArgs e) 

        { 

            try 

            { 

                MailMessage mail = new MailMessage(); 

                SmtpClient SmtpServer = new SmtpClient("smtp.gmail.com"); 

 

                mail.From = new MailAddress("your_email_address@gmail.com"); 

                mail.To.Add("to_address"); 

                mail.Subject = "Test Mail"; 

                mail.Body = "This is for testing SMTP mail from GMAIL"; 

 

                SmtpServer.Port = 465; 

                SmtpServer.Credentials = new System.Net.NetworkCredential("username", "password"); 

                SmtpServer.EnableSsl = true; 

 

                SmtpServer.Send(mail); 

                MessageBox.Show("mail Send"); 

            } 

            catch (Exception ex) 

            { 

                MessageBox.Show(ex.ToString()); 

            } 

        } 

    } 

} 

 Important Code Snippets 

SmtpClient SmtpServer = new SmtpClient("smtp.gmail.com"); 

 

The above snippet shows the SMTP address of the Gmail service. 

SmtpServer.Port = 465; 

 

The code fragment gives the port number required to connect to the SMTP address belonging to the Gmail service. 

SmtpServer.EnableSsl = true; 

The last important code confirms the SSL certificate required by port 465, which is used to connect to the SMTP 

protocol. 



SMTP Servers on the Hacker Perspective 

 The SMTP protocol that programmers frequently use can be abused for hackers to use in brute force 

attacks. In particular, not using the captcha security measure in the SMTP protocol poses a major security 

issue. It is possible to password attempts to an e-mail address determined by some applications. The 

application named Hydra on Kali Linux is in the first place in the attack methods mentioned. Hackers must 

first obtain a .txt file containing passwords. These files containing password combinations are called Wordlist. 

The most famous wordlist is the file named “Rock You”, which contains millions of passwords. 

  

 Wordlists: https://wiki.skullsecurity.org/Passwords 

 

Hydra Usage 

First, the code required to access the GUI version of the application called Hydra must be written; 

 

 

 

 

https://wiki.skullsecurity.org/Passwords


Secondly, SMTP information with the targeted e-mail address must be entered; 

 

 
 

Third, the target is set in the Password tab and the Wordlist that is desired to be used is selected. 

 



At the last stage, the attack of the specified target is carried out using the section called Start. 

 

The SMTP Brute Force method is compatible with many systems. It should be known that, besides 

providing a great advantage for SMTP website admins, it can cause a great security problem. Different 

systems can be implemented to prevent SMTP Brute Force attacks. For example, Gmail provides partial 

security thanks to false-positive outputs. However, the use of small wordlists eliminates the mentioned security 

measure.  

 


